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Abstract - People use cryptography to send secret messages to
one another without a third party overseeing the message.
Steganography is a type of cryptography in which the secret
message is hidden in another message. In this paper, a method of
hiding the speech signal inside a music file using LSB coding is
proposed. The speech signal can be hidden inside music file by
replacing the LSBs of the samples of music file by speech signal
bits. At the receiver’s end, speech signal can be heard only when
a pre-defined password or codeword is entered by the receiver.
Otherwise, a person can only hear the music file which covers the
speech signal.
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1.  Introduction

Steganography is an art and a science of communicating in
a way, which hides the existence of the communication. It is
also called as “covered writing”, because it uses a “cover” of a
message for sending any important secret message.

Steganography serves as a means for private, secure and
sometimes malicious communication. Steganography is a
powerful tool which increases security in data transferring and
archiving. In the steganographic scenario, the secret data is
first concealed within another object which is called “cover
object”, to form “stego object” and then this new object can be
transmitted or saved. It causes the existence of the secret data
and even its transmission to be hidden. A steganography
system, in general, is expected to meet three key requirements,
namely, imperceptibility of embedding, correct recovery of
embedded information & large payload.

There are various techniques used for steganography based
on the nature of the secret message & the carrier signal. Using
different techniques, we can send secret data in the form of an
image, a music file or even a video file by embedding it into
the carrier, forming a stego signal. At the receiver’s end, the
secret data can be recovered from the stego signal using
different algorithms. Audio steganography can be performed
in time domain as well as frequency domain. Different
domains have special features which make them suitable for
different applications.
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n. Basic Idea

The basic purpose is to send the speech signal with the help
of a carrier signal which is a music file. For this to achieve,
speech signal has to be embedded into the music file to form a
“stego signal” which can now be sent to the destination. The
embedding of the speech into the music file is done by LSB
replacement method for which the total number of samples in
both has to be known. Then one can decide the number of bits
per sample in a music file that can be replaced with speech
signal bits. Now the receiver can detect the hidden signal only
if it knows the “password” or “codeword” which is pre-
defined. If the password entered by the receiver is correct, then
the stego signal is passed through the specially designed band
pass filter which allows the speech signal to pass through it.
Since its cut-off frequencies are 20Hz & 20kHz,, the signal
frequency components less than 20 Hz & greater than 20 kHz
are rejected & the output of the filter is the speech signal
hidden inside the music file. If the password entered is wrong,
the stego signal is itself heard & not the speech signal. The
coding & decoding can be done in MATLAB / JAVA / C/
C++, but the most important things are the bit replacement at
the time of embedding & the pre-defined password for the
detection.

m. LSB Coding

This technique was mainly developed for image & video
steganography, but it can also be used for audio
steganography. The technique uses the fact that most of the
information in a sample in any audio file is contained in the
MSBs rather than LSBs. If one has to hide any speech signal
inside a music file which is also called as “carrier”, it can be
done by replacing consecutive LSBs in each sample of the
carrier with the message bits. Such a bit replacement is very
simple & safe. There is a very small change in the carrier &
that can be observed if we compare the spectra of original
carrier & the carrier after embedding. The replacement can be
done in two ways viz. fixed coding & variable coding. But,
with increasing number of replaced bits, the amount of noise
goes on increasing, which puts some limit on embedding.
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Figure 1. Original carrier spectrum
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Figure 2. Modified carrier spectrum

Above figures show the obtained results of the LSB coding,
in picture form. From the above spectra, one can get a clear
idea of the two signals. If we compare both of them, we
observe very small changes & these are so small that they
cannot be detected when one hears the modified carrier signal.

iv. Algorithm

The algorithm of the proposed method contains two parts as
mentioned below. First part gives the steps to embed the
speech into the carrier & the next part gives the steps to detect
the speech signal.

A. Encoding

1) Read the speech signal.

2) Read the audio file or music file stored on the drive.
3) Embed the signal in music file using LSB coding.

4) Write the stego signal to the drive.

B. Decoding

Read the stego signal.

Enter the password.

If the password is correct, pass the stego signal
through band pass filter.

Take the output of the filter as the required output.

If the password is incorrect, take the output as the
stego signal itself.

v. Box Diagram

The detection part of the algorithm can be represented
diagrammatically as below.

Speech signal + Music file

4

Band Pass Filter
(20 Hz to 20 kHz)

M

Speech signal

Figure 3. Detection method
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vi. Flow Chart
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Figure 4. Flow chart

vii. Conclusion

Thus, we have proposed a new technique of audio
steganography by hiding a speech signal inside a music file by
bit replacement. The figures also show the closeness of the
spectra of original carrier signal & the carrier signal after
embedding the speech inside it. The advantage of the encoding
method is its simplicity. Further, the decoding method seems
to be very safe because of the requirement of the password at
the receiver’s end, in order to know the hidden speech signal.
Hence a very high level of data security is maintained during
the transmission of any valuable data. Although the method
has low robustness & possibility of errors with increasing
number of replaced bits, it is still intended to become more
important day by day & finds innumerable applications
requiring  secure  data  transmission  like  military
communication, INTERPOL messaging & so on.
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