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Abstract : Ad hoc networks are characterized by open
medium, dynamic topology, distributed cooperation and
constrained capability with more challenges for
security. Routing security is the most important factor
in the security of the entire network. However, few of
current routing protocols have the consideration about
the security problems. This paper emphasizes on the
black hole attack in the AODV protocol. To provide
security in AODV protocol, firstly we have to trace
malicious behavior of node. Specially, we analyzed the
black hole node behavior and proposed a security
system to detect such black hole node in the network
and made the secured system that optimizes the loss of
packets from such type of attack.

1. Introduction

A MANET is an autonomous collection of mobile
users that communicate over relatively “slow”
wireless links. The nodes are mobile so the network
topology may change swiftly and unpredictably over
time. The network is decentralized thus all network
activity, including discovering the topology and
delivering messages must be accomplished by the
nodes themselves. [2]

Each node in a wireless ad hoc network functions
as both a host and a router, and the control of the
network is distributed among the nodes. The network
topology is in general dynamic, because the
connectivity among the nodes may vary with time
due to node departures, new node arrivals, and the
possibility of having mobile nodes. An ad hoc
wireless network should be able to handle the
possibility of having mobile nodes, which will most
likely increase the rate at which the network topology
changes. Accordingly the network has to be able to
adapt quickly to changes in the network topology.
This implies the use of efficient handover protocols
and auto configuration of arriving nodes.

1.1 Routing Protocols in MANETS
Routing protocols may generally be categorized as:
a) Table-driven or Proactive routing protocols.
b) On-demand or Reactive routing protocols.

Table-driven or Proactive routing protocols :

A Proactive (Table-driven) Routing Protocol attempts
to allow each node using it to always maintain an up-
to-date route to each possible destination in the
networks, the protocol periodically exchanges routing
information with other nodes in order to allow new
route to be discovered and existing route to be
modified if they break due to factors such as node
mobility and environmental changes.

On-demand or Reactive routing protocols :

A Reactive (On Demand) Routing Protocol only
attempts to a discover a route to some destination
when it has a packet to route to some destination
when it has a packet route to that destination and
does not already know a route there; the protocol
catches known routes and uses a flooding based
discovery protocol when a needed route is not found
in the cache [20]. E.g. AODV (Ad hoc On demand
Distance Vector) Routing Protocol.

The Path finding mechanism for AODV is as
follows:

When the source node wants to make a connection
with the destination node, it broadcasts an RREQ
message. This RREQ message is propagated from the
source, received by neighbors (intermediate nodes) of
the source node[1]. The intermediate nodes broadcast
the RREQ message to their neighbors. This process
goes on until the packet is received by destination

Figure 1 — Propagation of the RREQ message
node or an intermediate node that has a fresh enough
route entry for the destination. Figure 1 shows how
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the RREQ message is propagated in an ad-hoc
network.

Fresh enough means that the intermediate node has
a valid route to destination formed a period of time
ago, lower than the threshold. While the RREQ
packet travels through the network, every
intermediate node increases the hop count by one. If
an RREQ message with the same RREQ ID is
received, the node silently discards the newly
received RREQs, controlling the ID field of the
RREQ message. When the destination node or
intermediate node that has fresh enough route to the
destination receive the RREQ message they create an
RREP message and update their routing tables with
accumulated hop count and the sequence number of
the destination node.[4]

Afterwards the RREP message is unicasted to the
source node. The difference between the broadcasting
an RREQ and unicasting RREP can be seen from
Figures 1 and 2. While the RREQ and the RREP
messages are forwarded by intermediate nodes,
intermediate nodes update their routing tables and
save this route entry for 3 seconds, which is the
ACTIVE_ROUTE_TIMEOUT constant value of
AODV protocol. Figure 2 shows how the RREP
message is unicasted and how the route entries in the
intermediate nodes are updated.
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Figure 2 — Propagation of the RREP message

2. Black Hole Attack in MANETS

Black Hole Attack is severely affect the data flow
in the network. In an ad-hoc network that uses the
AODV protocol, a Black Hole node absorbs the
network traffic and drops all packets. To explain the
Black Hole Attack we added a malicious node that
exhibits Black Hole behavior in the network, Figure 3
we assume that Node 3 is the malicious node.
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When Node 1 broadcasts the RREQ message for
Node 4, Node 3 immediately responds to Node 1
with an RREP message that includes the highest
sequence number of Node 4, as if it is coming from
Node 4. Node 1 assumes that Node 4 is behind Node
3 with 1 hop and discards the newly received RREP
packet come from Node 2. Afterwards Node 1 starts
to send out its data packet to the node 3 trusting that
these packets will reach Node 4 but Node 3 will drop
all data packets.[3]

Figure 3 — Illustration of Black Hole Attack_

In a Black Hole Attack, after a while, the sending
node understands that there is a link error because the
receiving node does not send TCP ACK packets. If it
sends out new TCP data packets and discovers a new
route for the destination, the malicious node still
manages to deceive the sending node. If the sending
node sends out UDP data packets the problem is not
detected because the UDP data connections do not
wait for the ACK packets.[2]

3. Proposed Work & Implementation

In this paper we discussed about the black hole
attack that how a black hole node works and now we
move to the mechanism to be implemented to resolve
the black hole attack.

3.1 Proposed Mechanism

In this work, we have tried to evaluate the effects
of the Black Hole attacks in the wireless Ad-hoc
Networks. To achieve this we have simulated the
wireless ad-hoc network scenarios which includes
Black Hole node using NS-2(Network Simulator
version 2) [14]. To simulate the Black Hole node in a
wireless ad-hoc network we have implemented a new
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protocol that drops data packets after attracting them
to itself. In this paper we present NS and our
contribution to this software. We added a new
protocol “blackholeaodv” by slightly modifying
AODV, to show the effects of the black hole attack
and after that we created a cache to store the
information about the reply from various nodes, for
the solution to resolve the black hole node. This
cache is implemented in the new protocol “idsaodv”,
contains an entry for each reply from the nodes of the
network. When a black hole node receives a request,
it immediately makes a reply without analyzing the
shortest path, so the time getting a reply from a black
hole node is minimum that can be compared with
other replies to get the secured and shortest path. So
the sender waits for a while to get all the replies and
then prefers the path that has minimum nodes if the
time for first reply is very short compared to other
replies.

4, Experiments and Results Analysis

This analysis verifies of our experiments that we
have done previous section. The data is extracted
from blackholeAttack.tr and idsAODV.tr and packet
loss is calculated. Figure 4 and Figure 5 shows the
scenarios for attack of black hole node that how the
increased packet loss % and decreased throughput, in
presence of black hole node.
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Figure 4 -- Scenario for packet loss

Now, we can see that packet loss % increased
significantly in presence of a black hole node but
when we take the other nodes as ids node the packet
loss % is decreased. This is conformed from the
Figure 6 and Figure 7 that the packet loss % is
decreased and throughput is increased, in presence of
ids nodes even when the black hole node is present in
the network.
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Figure 5 -- Scenario for throughput
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Figure 7 -- Scenario for throughput
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5. CONCLUSION AND FUTURE WORK

5.1 Conclusion

In this study, we analyzed effect of the Black Hole
in an AODV Network. For this purpose, we
implemented an AODV protocol that behaves as
Black Hole in NS-2. We simulated different
scenarios where each one has 20 nodes that use
AODV protocol and also simulated the same
scenarios after introducing one Black Hole Node into
the network. Moreover, we also implemented a
solution that attempted to reduce the Black Hole
effects in NS-2 and simulated the solution using the
same scenarios. Our simulation results are analyzed
below:

Having simulated the Black Hole Attack, we saw
that the packet loss is increased in the ad-hoc
network. In graphs of simulation results show the
difference between the number of packets lost in the
network with and without a Black Hole Attack. This
also shows that Black Hole Attack affects the overall
network connectivity and the data loss could show
the existence of the Black Hole Attack in the
network. If the number of Black Hole Nodes is
increased then the data loss would also be expected to
increase.

5.2 Future Work

We simulated the Black Hole Attack in the Ad-
hoc Networks and investigated its affects. In our
study, we used the AODV routing protocol. But the
other routing protocols could be simulated as well.
All routing protocols are expected to present different
results. Therefore, the best routing protocol for
minimizing the Black Hole Attack may be
determined.

In our thesis, we try to eliminate the Black Hole
effect in the network. But detection of the Black Hole
Node is another future work. In our work, we assume
the black hole node is detected and tried to eliminate
its effects. There are many Intrusion Detection
Systems (IDS) for ad-hoc networks. These IDSs
could be tested to determine which one is the best to
detect the Black Hole. Our solution tries to eliminate
the Black Hole effect at the route determination
mechanism of the AODV protocol that is carried out
before the nodes start the packets. Additionally, we
used UDP connection to be able to count the packets
at sending and receiving nodes. If we had used the
TCP connection between nodes, the sending node
would be the end of the connection, since ACK
packets do not reach the sending node. This would be
another solution for finding the Black Hole Node.
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This takes place after the route determination
mechanism of the ADOV protocol and finds the route
in a much longer period. Our solution finds the path
in the AODV level. Finding the black hole node with
connection oriented protocols could be another work
as a future study.
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