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Abstract— In this paper, the design of a platform for the 

generation of NIDS evaluation datasets is proposed. The 

increasing sophistication of network attacks requires high 

volumes of high quality and realistic test data that can 

faithfully represent today's security threats to information 

systems. Our platform is based on the generation of aggregate 

traffic through the reproduction of real offline traffic and the 

injection of anomalous traffic. The use of free software tools in 

Linux environment is proposed. This solution provides an 

answer to the lack of datasets suitable for the study of 

Intrusion Detection Systems. 
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I.  Introduction 
The field of intrusion detection (ID) has become 

increasingly important as more sensitive data is stored and 
processed through networked systems. A Network Intrusion 
Detection System (NIDS) monitors network traffic for 
timely alerting malicious activity related to unauthorized 
attempts to access a network resource. According to the 
detection technique used, NIDSs can be classified as 
Signature-based Network Intrusion Detection System (S-
NIDS) and Anomaly-based Network Intrusion Detection 
System, (A-NIDS), [1]. An S-NIDS employs pattern 
recognition techniques to identify a specific attack. These 
systems are relatively easy to implement and are capable of 
detecting known attacks; a drawback is that they are not able 
to detect zero-day attacks. On the other hand, an A-NIDS 
does not require prior knowledge of the attacks, which 
allows it to detect novel attacks. A-NIDSs are based on 
building a model of typical network behavior called a 
behavioral profile, any deviation of monitored traffic from 
the accepted behavioral model is considered an anomaly, 
which could be related to an attack or any other unusual 
activity. In this paper, we propose the generation of traffic 
traces for the training and evaluation of NIDSs. 

In the intrusion detection research area, it is essential to 
have traffic traces or datasets that are suitable for the design 
and study of NIDSs. There are several public repositories of 
traffic traces that provide this type of data, such as the MIT-
DARPA project from the Massachusetts Institute of 
Technology [2], the CAIDA project (The Cooperative 
Association for Internet Data Analysis) [3], the MAWI 
project (Measurement and Analysis on the Wide/Internet) 
[4], among others. The benchmark traffic traces of MIT-
DARPA, have been artificially generated and used in a large 
number of research papers, [5], [6]. However, their creation 
dates back to 1998, which implies a disadvantage since they 
do not reflect the new trends in security threats facing 
today's networks. For example, they do not contain instances 
of network worms, web application attacks like SQL 
injection and cross-site scripting (XSS), botnets, etc. 
CAIDA and MAWI are public repositories of real traffic 
captured from major Internet backbones. However, due to 
privacy policies, these traffic traces have been modified to 
hide the identity of the source and destination IP addresses 
through a process called anonymization, [7]. The problem 
with anonymization is that it not only removes privacy-
sensitive information but also alters information that is 
important for traffic characterization using traffic feature 
distribution methods found in traffic packet headers. 

Datasets scarcity for network intrusion detection 
research is then identified. In this paper, we propose the 
design of a Linux-based platform and the use of free 
software tools for the generation of NIDS training and 
evaluation datasets. In this approach, a network will be able 
to generate its evaluation datasets, thus providing up-to-date 
data on security threats and avoiding the problem of 
anonymization, as long as the information is kept within a 
restricted environment, i.e., under the control of a network 
administrator. In this research work, a significant volume of 
traffic captures is available from the campus network of the 
Autonomous University of Nayarit, which has already been 
cleaned up through a sanitization procedure, this traffic will 
act as background traffic. Traffic sanitization is a procedure 
for filtering out abnormal traffic, [8]. The use of tools based 
on Information Theory algorithms to detect anomalies in 
network traffic has recently been proposed, [9], [10]. The 
background traffic mentioned above has been obtained 
through the procedure based on the use of Method of the 
Entropy Spaces (MES), which through a spatial-temporal 
representation of traffic, allows the identification and 
filtering of anomalous traffic patterns, [11]. This 
background traffic is used to generate new datasets using 
controlled replay and injection of network attacks. This 
platform will provide new datasets for the evaluation of ID 
algorithms. 



 

12 

 

Proc. of The Eighth Intl. Conf. On Advances In Computing, Control And Networking - ACCN 2018 

Copyright © Institute of Research Engineers and Doctors, USA. All rights reserved. 

ISBN: 978-1-63248-153-5 doi: 10.15224/978-1-63248-153-5-03 

 

II. NIDS Evaluation 
Considerations 

Once a NIDS is developed it is necessary to evaluate its 
performance. There are two approaches to evaluating a 
NIDS: online evaluation and offline evaluation. Online 
evaluation requires that a real physical network be built, 
where real users generate both background and attack 
traffic. The NIDS is then deployed on the network so that its 
ability to detect malicious activity can be tested by 
measuring the correct event identification rate and false 
alarm rate. On the other hand, offline evaluation only 
requires the existence of traffic traces that represent the 
traffic that the NIDS would commonly find on a production 
network. An important issue is that the dataset is labeled in 
order to assess the classification capability of NIDS. The 
traffic can then be reproduced to the NIDS to measure its 
performance based on the correct event identification rate 
and false alarm rate. 

One of the challenges facing intrusion detection research 
is to create scenarios where researchers can evaluate and 
improve the proposed ID algorithms through testing and 
refinement. In this sense, to verify the effectiveness of an ID 
algorithm, tests can be performed online. However, it is not 
practical to conduct tests or experiments on an organization's 
network as network functionality could be compromised. 
One possible solution is the creation of physical test 
networks, also called test beds, in which traffic equivalent to 
an original network is generated. Traffic generation for the 
test bed should consider diversity factors that affect the 
characteristics of typical traffic on real networks. The 
following are listed below: 

 Users. User behavior determines the periods of 
network activity and inactivity. 

 Applications. The type of applications used defines 
the application protocols, their types and versions of 
the observed traffic. 

 Operating systems. Traffic parameters such as time 
to live (TTL) and initial sequence number (ISN) 
depend on the operating system used on the network. 

The traffic capture is a fundamental step to create the 
datasets required for research. The study carried out from 
them can be directed to different topics related to traffic 
engineering, for example, the modeling of packet loss and 
delay, the characterization of long-range dependence (LRD), 
self-similar processes, etc. They can also be used for 
network security analysis in the field of network intrusion 
detection, for example, training and evaluation of NIDS. 

The use of realistic traffic traces for testing purposes 
faces several drawbacks. Firstly, these datasets may be 
difficult or impossible for many researchers to obtain. 
Sharing this type of data can pose security and privacy 
issues, or even be prohibited by the organization's policies, 
[12]. These policies require that the captured traces of an 
organization have to be modified before they can be shared 
with the research community. This process is called 
anonymization. Its objective is to preserve the characteristics 
of the traffic and at the same time comply with the 
information privacy policies. Some tools and techniques 
have been implemented for trace anonymization, such as 
Crypto-Pan, Anontool, ip2anononip, FLAIM, IP-

Anonymous, and TCPdprive. These tools use a variety of 
algorithms for anonymization, such as black-marker, 
random permutations, truncation, pseudo-anonymization, 
and prefix preservation. 

III. Network traffic management 
tools 

In this section, the tools used in the proposal are 
discussed. These tools are organized as follows: injection 
tools, capture tools, and support tools. 

A. Injection tools 
The injection tools selected in this paper are hping3, 

tcpreplay, scapy, and nmap. They require libnet or libpcap 
libraries to access various protocols. These tools are 
explained below: 

Hping3, [13] is a command level TCP/IP packet 
analyzer and assembler. It is inspired by the UNIX ping 
command, although unlike this one, hping3 is not only 
capable of sending ICMP packets but can also send TCP, 
UDP, and RAW-IP packets. Other features include: 
traceroute mode, the ability to send files over an encrypted 
channel, etc. 

Tcpreplay, [14], is a suite of free open source utilities 
for editing and replaying network traffic captured in the 
libpcap format. 

Scapy, [15], [16] is a packet manipulation tool written in 
Python. Scapy is capable of sending and decrypting packets 
for a wide range of protocols, analyzing transmitted packet 
responses, performing most typical tasks such as scanning, 
tracerouting, or network discovery. 

Nmap (Network Mapper), [17] is a free tool for network 
auditing and enumeration. With nmap, it is possible to find 
out the hosts that are active on a network, discover open 
ports with the corresponding services and software versions, 
the operating system running, whether a firewall is enabled, 
etc. 

B. Capture and Analysis Tools 
In this work, the traffic capture tools used are tcpdump, 

Wireshark, ipsumpdump, and snort. 

Tcpdump, [18] is a command-line tool whose primary 
utility is to analyze the traffic passing through the network. 
Allows the user to capture and display in real time the 
transmitted and received packets arriving at the capture 
interface. 

Wireshark, [19] is a protocol analyzer, whose primary 
objective is traffic analysis, and is also an excellent 
educational application for the study of communications and 
the resolution of network problems. Wireshark implements a 
wide range of display filters that facilitate the definition of 
search criteria for the more than 1,100 protocols supported. 

Ipsumdump, [20] is a tool that can capture traffic as 
well as dump specific data from a tcpdump file into a text 
file. The content of the text file will depend on the options 
indicated by the user. The available options are as follows: 
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Figure 1. Configuration of the platform for traffic generation 

timestamp, source IP addresses, TCP/UDP port addresses, 
protocol, payload size, etc. 

Snort, [21] is an IDS/IPS, capable of performing real-
time traffic analysis and packet authentication over TCP/IP 
networks. Snort analyzes packet content and can be used to 
detect a variety of attacks and intrusion activities. Events 
detected by Snort can be logged in a Syslog or a database 
such as Mysql or Postgres, for later analysis by a network 
administrator. 

C. Support tools 
There is a set of support tools that are widely used in 
network security research projects. Virtualbox was used to 
deploy virtual machines. Kali provides a set of applications 
for performing network penetration testing, and 
Metasploitable2 is an intentionally vulnerable Linux virtual 
machine. Through virtual machines, victims and attackers 
are added to the scenario. 

IV. Overview of the proposed 
platform 

The design of the traffic generation platform is shown in 
Figure 1. It consists of a hardware and software 
infrastructure, which allows the creation of different attack 
scenarios. It has a virtualization component to generate a 
variety of operating systems. The corpus of the traces 
generated through the platform is the result of integrating all 
the components mentioned, along with a methodology  
explained as follows. 

The main elements that form the platform are: 

 Attacking hosts, consisting of a physical host and a 
virtual host. The first is a Fedora Linux Box which has the 
private address 192.168.10.1 assigned to it, while the virtual 
host runs Kali over VirtualBox with the IP address 
192.168.10.5. 

Victim hosts, consisting of a physical and virtual host, 
running on Fedora and metasploitable 2 with addresses 
192.168.10.2 and 192.168.10.6, respectively. 

A NIDS, implemented with Snort, its purpose is to 
monitor the traffic exchanged between attackers and victims 
to detect malicious traffic. There are two interfaces for 
traffic sniffing, eth0 and eth1 configured in bonding mode, 
to create a single invisible logical interface bond0 on the 
network 192.168.10.0. It is desirable for NIDS to have an 
additional interface for NIDS management. 

Traffic databases. There are three databases used in the 
platform. The DB_01 database contains traces of malicious 
traffic that can be replayed to generate aggregate traffic with 
the attacker-victim traffic. These traces were obtained from 
repositories or traffic samples from different Internet sites. 
The DB_02 database contains traffic traces from the campus 
network, which were previously processed through a 
sanitation procedure. This traffic is considered anomaly-
free, and its replaying forms the background traffic. This 
simulates larger-scale network scenarios. In each attack test, 
background and attack traffic are merged to generate a new 
evaluation trace that will be stored in the database DB_03. 
The information provided by NIDS allows the identification 
of attacks perpetrated at the time they occur, the number of 
malicious packets, duration, among others. This information 
is relevant as it is used for the labeling of these traces. 
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Support components: some elements allow to 

interconnect the different parts, this is the case of the 
Network Tap, shown in figure 2. This device is fundamental 
for traffic capture on the platform. Its purpose  is separate 
the attacker-victim traffic in incoming and outgoing traffic 
while isolating the segment of the network where the victim 
is located. It also makes NIDS transparent to both attacker 
and victim hosts. 

 

Figure 2. Network tap 

Additionally, to monitor the traffic through the bond0 
interface, ntop was installed. Ntop is a tool that allows real-
time control of users and applications that are consuming 
network resources, [22]. To access the monitoring 
information provided by ntop, open a Web browser at 
http://localhost:3000. A screenshot of the ntop web interface 
is shown in Figure 3. 

Snort was configured to listen on the bond0 interface. 
The snort.conf file defines the network address, rules, and 
preprocessors. Snort is executed on the command line as 
follows: 

#snort -i bond0 -c /etc/snort/snort.conf 

In this manner, the bond0 interface listens to the traffic 
flowing in both victim and attacker host directions. As a 
signature is fulfilled, snort generates an alert.  

 

Figure 3. Traffic monitoring in the NIDS using ntop 

V. Deploying attacks 
 Once the configuration of the platform was completed, 

traffic data is generated through the execution of attacks and 
the reproduction of malicious traffic and anomaly-free 
traffic.  

Attack set #1. Port scanning attack. nmap was used to 
implement three scanning techniques: syn, xmas and tcp 
connect(). To create background traffic, the victim host 
replayed an anomaly-free traffic trace from DB_02 using 
tcpreplay. The capture was done using tcpdump in the 
NIDS. The result was a new traffic trace with the same 
length of the anomaly-free trace but now mixed with the 
scanning traffic. This trace was documented and stored in 

the DB_03 database. The alert generated by snort is shown 
below: 

06/24-20:17:42.849648 [**][1:1228:7]SCAN nmap 

XMAS[**][Classification:Attempted Information 

Leak][Priority:2]{TCP}192.168.10.1:57351 -> 

192.168.10.2:1594 

Attack set #2. Slammer Worm attack. From database 
DB_01, a sample of traffic containing an instance of the 
Slammer Worm was taken to be replayed on the platform. 
Similarly, background traffic was used, and the resulting 
trace was stored in DB_03. The alert generated by snort is 
shown below: 

07/03-17:05:04.602611[**][1:1000001:1] SQL Slammer 

Worm [**][Priority:0]{UDP} 213.76.212.22:20199 -> 

65.165.167.86:1434 

Attack set #3. Teardrop. In this set of attacks, tcpreplay 
was used to inject a traffic trace containing the teardrop 
attack. The trace consists of 17 traffic packets and is part of 
DB_01. The alert generated by snort is shown below: 

07/02-19:54:42.564547 [**][123:2:1](spp_frag3) 

Teardrop attack [**][Priority:3]{UDP}10.1.1.1 -> 

129.111.30.27 

Attack set #4. DDoS attack. In this set of attacks, the 
hping3 tool was used to perform a distributed denial-of-
service attack. On the victim host, anomaly-free traffic was 
played to provide background traffic. The alert generated by 
snort is shown below: 

07/03-18:29:00.652674[**][1:504:7] MISC source 

port 53 to <1024 [**][Classification: Potentially 

Bad Traffic][Priority:2]{TCP}192.168.10.1:53 -> 

192.168.10.2:80 

Attack set #5. Nestea attack. In this set of attacks, scapy 
was used to implement a sample of traffic with packet 
fragmentation attack to be reproduced along with the 
background traffic. The alert generated by snort is shown 
below: 

07/03-17:56:06.813614 [**][123:3:1] (spp_frag3) 

Short fragment, possible DoS 

attempt[**][Priority:3]{UDP} 192.168.10.1 -> 

192.168.10.6 

VI. Conclusions 
In this paper, a test bed for traffic generation for the 

evaluation of NIDSs has been proposed. Through this 
platform a properly documented database has been created, 
consisting of five datasets, each dataset contains an 
anomaly-free traffic trace and a version contaminated with 
malicious traffic. The attacks considered are network 
worms, distributed denial-of-service attacks, probing attacks 
with different scanning techniques, and packet 
fragmentation attacks. For the documentation of the 
evaluation traffic databases, ipsumdump was used to 
generate files in text format with the time stamps and packet 
sizes. A Matlab script was then written to process the above 
dump files and generate traffic volume plots. The capinfos 
tool was also used to summarize the traces with information 
on duration, number of packets, bytes, etc. 

The generated datasets were evaluated with the NIDS 
snort, allowing to confirm that the attacks integrated into the 
evaluation traces were detected correctly. 
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