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Abstract- This paper describes Banking Locker Security
system with Odor identification,Security Questions using
RFID and GSM technology which can be used in banks,
companies and at personal secured places. Only original
account holder is able to use his locker. This system uses
Odor identificatiom,Security question technique, RFID
technology and GSM technology which makes it more
secured than any other system. The system is more
secured as 4 steps are required for verification. RFID tag
is verified using RFID technology, then valid person has to
answer the security question using Security question
software technique and it should be same as that of stored
(initially during account opening),then the valid person
gets message in his mobile using GSM technology and has
to type password from his mobile and keypad of locker,
both passwords should match to open the door of the
locker,and then odor identification will be done,the odor
pattern should match with the odor pattern stored in the
microcontroller.
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RFID, Keyboard, Locking system, Microcontroller.

I. Introduction

Customers keep their valuable items and money in bank
locker, It is very important for every bank that it should
provide high security to Locker system .In this paper by
using RFID ,Odor identification,Security Question and
GSM technology we will provide more security than
other systems. RFID is an acronym for Radio
Frequency ldentification. In general terms, RFID is a
means of identifying a person or object using a radio
frequency transmission. Odor Identification and
Security questions can be used as an extra level of
security for customers to verify their identify. We can
then prompt them for the answer to the question they
select. At the time of registration of account of the
customer, they will be asked to choose a security
question for which they have to give answer. All the
records of security questions of different customers will
be stored in microcontroller that will be done by
creating appropriate software for security question using
C or C++.At the time of entering in locker system,
Firstly RFID tag will be verified by the microcontroller,
Different customers based on their RFID tag and
previous information stored in microprocessor will be
asked to choose security question ,if they will give the
right answer, than GSM technology will be used to send
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SMS to the customers mobile number. The customer
will enter the password using keypad and mobile. If the
password is matched. The door will be opened
otherwise the door will remain closed.After these
verifications odor identification technique is used in
which the odor of ther person is matched with the odor
patterns initially stored in the microcontroller.This
system is more secure than other systems because four
steps are required for verification.

II. Related Works

In this section some related works are — (a) To increase
the security of the customers in ATM machine using
security Questions and GSM technology, by this more
security will be provided to ATM users so that if their
ATM card is stolen and criminal know its password,
than also he will not be able to process the transaction
(b) This system is used for maestro shopping card,
where it provides security to users (c) To increase the
security of cash rooms in bank using RFID and GSM
technology(d) This system is used to safeguard home
items and offer security when the owner is out of the
home.(e) This system is used for airport securities using
odor identification.

III. Identification of Odor
Every person has his/her own odor.This is used for the
identification of person in locker system.When the
RFID,Security question,GSM identification is done,then
the person has to undergo Odor identification.Initially
during account opening the odor patterns of different
account holders is stored is the microcontroller.An
electronic nose has been designed and is equipped with
a software that can detect body odor.An array of metal
oxide sensors was used in this system for detecting
odor.Different sensors can be used to detect odor
including conductivity,Piezoelectric,Metal-oxide-silicon
field effect transistor(MOSFET),optical Fiber,and
spectrometry based sensors. |t uses principle component
analysis(PCA) algorithm implemented for pattern
recognition and classification.It is connected to the
microcontroller where it checks wheather the odor is of
authenticated person or not.lithe odor-maiches with the
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pattern initially stored in the microcontroller,the locker
gate is opened otherwise it remains in closed
position.This technique of identification of odor by
electronic nose provides an extra level of security in
locker system for bank users.

IV. Security Question System

Security questions can be used as an extra level of
security for customers to verify their identify. You can
then prompt them for the answer to the question they
select. At the time of registration of the customer they
will be asked to choose a security question for which
they have to give answer. All the records of security
questions of different customers will be stored in
microcontroller that will be done by creating
appropriate software for security question using C or
C++.At the time of entering in locker system, different
customers based on their RFID tag and previous
information stored in microprocessor will be asked to
choose security question, if they will give the right
answer, than GSM technology will be used to send
SMS alert password to the customers mobile number.
The customer will enter the password using keypad and
if the password is matched then the customer will
undergo odor identification,if the pattern matches,the
door will be opened else the door will remain closed.

V. Working Principle

This system consists of microcontroller , Security
Questions Software, RFID reader , GSM modem
.electronic nose,keyboard and LCD.The RFID reader
reads the ID number from passive tag and sends it to the
microcontroller where it checks whether it is of valid
person or not (from stored data in memory of
microcontroller) .If the ID number is valid, then
microcontroller ask the Security question(different for
different users) from users and it checks whether it is
correct or not(from stored data), If the answer is correct
then microcontroller sends the SMS request to the
authenticated person’s mobile through GSM, for getting
original password to open the bank locker. When the
person sends the password to the microcontroller, it will
verify the passwords entered by the keyboard (by
person present in front of locker) and received from
authenticated person’s mobile phone. If these two
passwords are matched then odor verification will be
done through electronic nose where it checks the odor
pattern stored in microcontroller.If both the patterns are
matched locker will be opened otherwise it will remain
in closed position.
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Figure 2. Locker Security System Based On RFID,GSM, Security
Questions & Odor Identification

The Flow chart of Banking Locker system based on
RFID,Odor identification, Security questions and the
GSM technology is shown in the figure 2. According to
which the system will first get ID A and microcontroller
will check whether the ID A is valid or not, If ID A'is
valid, the system will ask a security question, if the
answer of the security question is correct, then system
will ask password code, if.the typed and the received
code matches then the odor identificationwitljbe done,if
the odor matches with “ the = pattern; . stored . rin
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microcontroller then the doors of the Locker opens
otherwise they remain closed.

VIl. Block Diagram

The block diagram of Banking Locker system based on
RFID, electronic nose,Security Questions and the GSM
technology is shown in the figure 3. It consist of power
supply section, keyboard, Security Question, RFID
Reader, AT9C51 microcontroller, MAX232, relay &
driver unit, GSM modem, LCD Display and DC
motor.Electronic nose is used for odor identification.
RFID reader reads the data given to MCU AT9C51,
Keypad is used to enter the code and to answer the
security question, LCD display displays the entered
password or answer of security question, GSM is used
to send SMS to mobile phone of the customers.
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Figure 3. Block Diagram of Locker Security System

Conclusion

A banking locker security system with Odor
identification, Security —Questions, using RFID
technology, PASSWORD and GSM is implemented. It
is more secured system which is cost effective. The
microcontroller compares answer of the security
question and entered at the time of account opening. It
also compares the passwords entered by keyboard and
received through mobile phone. If these passwords
matches the microcontroller gives signal to open the
locker.
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